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Introduction (XMM, YMM, ZMM)

e All x86-64 CPUs have a set of 128-bit vector registers called the
XMM registers.

e The 256-bit extended registers are called YMM, and the 512-bit
registers are ZMM.

e They’ re even used by standard C library functions, like strcmp,
memcpy, strlen and so on.



Introduction (strlen in asm)

(gdb) x/20i __strlen_avx2
<__strlen_avx2+9>: vpxor xmm@,xmm@, Xmmo

<__strlen_avx2+29>: vpcmpegb ymm1,ymm@,YMMWORD PTR [rdi]
<__strlen_avx2+33>: vpmovmskb eax,ymm]l

<__strlen_avx2+41>: tzcnt eax,eax
<__strlen_avx2+45>: vzeroupper
<__strlen_avx2+48>: ret

------------------------------------------------



Introduction (Store zero to ymmO)

e Initialize ymmO to zero
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; > vpxor xmm@, xmm@, xmmo ;
: vpcmpegb ymm1, ymm@, [rdi] |
L vpmovmskb eax, ymml !
' tzent eax, eax '
: vzeroupper :

-----------------------------



Introduction (vpcmpeqb)

e rdi contains a pointer o
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vpxor xmm@, xmm@, xmm@ .
> vpcmpegb ymm1, ymm@, [rdil |

vpmovmskb eax, ymml

tzcent eax, eax

vzeroupper
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Introduction (vpmovmskb)
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vpxor xmm@, xmm@, xmmo@

vpcmpegb ymm1, ymm@, [rdi]
> vpmovmskb eax, ymm1l

tzent eax, eax

vzeroupper

_____________________________



Introduction (tzcnt)

[RDI]

e Get length of ) X .
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i vpxor xmm@, xmm@, xmm@ ;
- vpcmpegb ymm1, ymm@, [rdi]
g vpmovmskb eax, ymm1l '
1 > tzcnt eax, eax 1
! vzeroupper ;

-----------------------------



Zeroing Registers

e vzeroupper will zero the upper bits of the vector registers.
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; VpXor xmm@, xmm@, Xmmo
: vpcmpegb ymm1, ymm@, [rdi]
! vpmovmskb eax, ymm1l

1 tzcent eax, eax

]
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> vzeroupper

-----------------------------



The Vector Register File

e Your processor doesn’ t have a single physical location where each
register lives, it has what’ s called a Register File and a Register
Allocation Table.
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A register allocation table (left) and a physical register file (right).



The Vector Register File

e Vvzeroupper can simply set the z-bit and then release any resources
assigned to it in the register file.
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A register allocation table (left) and a physical register file (right).



Speculation

e Modern processors use speculative execution, so sometimes
operations have to be rolled back.

e How to roll back vzeroupper?
o maybe we can just unset that z-bit?

e What happen the roll back isn’ t enough?

o Boom!:”



Mechanism of vulnerability
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Mechanism of vulnerability
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Exploitation

vevtsi2s{s,d} xmm, xmm, ré64

vmovdga ymm, ymm

] overzero
overzero:

nop

vzeroupper will be mispredicted
and rolled back.
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